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Abstract 

 

Shannon's fundamental bound for perfect secrecy stated that the entropy of the secret message U cannot be 

larger than the entropy of the secret key R shared by the sender and the legitimated receiver.  Massey gave 

an information theoretic proof of this result and the proof did not require U and R to be independent.  By 

adding an extra assumption that I(U;R) = 0, we show a tighter bound on H(R) in this talk.  Our bound states 

that the logarithm of the message sample size cannot be larger than the entropy of the secret key.  We also 

consider the case that a perfect secrecy system is used multiple times.  A new parameter, namely effective 

key consumption, is defined and justified.   We show the existence of a fundamental tradeoff between the 

effective key consumption and the number of channel use for transmitting a ciphertext.  To establish these 

results, some new constrained non-Shannon type inequalities are derived. 
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